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Document Protection

SmartShelter

The perfect protection for subscription
and confidential information

SmartShelter is perfect for companies that regularly provide their customers
with information from a subscription-based business model such as stock mar-
ket analyses, tax tips, law journals, service manuals, etc. In addition this system
is suitable for those who want to distribute confidential information only to cer-
tain target groups such as mobile employees or authorized customers.
Protecting documents with a password is not always as secure as you want.

Your goals - our offer

Use SmartShelter if you want

= Secure document protection

= Strong encryption

Easy-To-Use document protection

Easy integration for the publisher

Easy installation for the customer

Mobile and offline content protection

Flexible content protection

New business models like Pay-Per-Use, Renting, Leasing
Floating licenses in a network

How to create an archive

SmartShelter stores the encrypted documents in an archive file. With a few clicks
the publisher selects the documents he wants to protect and assigns access per-
missions. After that, the SmartShelter Archive Compiler creates an encrypted
archive. Linked documents are automatically detected and integrated.
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SmartShelter uses the tokens WIBU-BOX or CM-Stick to make secure archives.

Technical requirements

Operating Systems: Windows 95/98/Me/NT4/2000/XP/Server 2003

Browser: Internet Explorer 4.0 or higher
Hardware: WIBU-BOX, CM-Stick
Supports: ActiveX, DHTML, PDF, Flash, Audio/Video-Formats

How to distribute an archive

= Distributing the archive via:
° CD-ROM
* Download via the Internet
* File transfer
= Easy programming of the hardware token
with the customer rights
= Additionally distributing the token
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How to view an archive

The archive can only be viewed if a token with the

corresponding license is present:

= The customer opens a document from the archive

u It is checked, if a hardware token with the fitting
and valid key for the documents permission is present

= Decryption of the document “on-the-fly”

= Document will be displayed in an own viewer

Customer

WWWwW. wibu.com

@ b2\ App'\SmartShelter\DevKit\CodeMeterSamples\DiveGuidel C1.whe - SmartShelter 130 1ol x]
File View Help
i = = & ©
MewPrject  OpenProject  SavePioject | CresteArcive  TestArchive ®
Project Name: Page Classes:
[DiveGuidsL 1 Page Class [Ercrppted | Kep | EmorPage [ Defauk |
E—— Standard Yes 0 Yes
Australia Yes 1]
DiveGLideLC1 Lol | Ecuador i 0
: Equpt Yes i
SR Overview Yes 0
[oivebuise | ||Photomraphy ves 0
; Plain Ho [empty]  Link Noscoess html
Copyight Informatior: Thaland Yes h
Copyight © 2004 WIBL-5YSTEMS AC
— New | Edit | Delte |
i HIEE
Project Description: Fie [ Page Class [ StartPage |
WIBL-KEY SmartShelter Example data_divezonetimagest' Multi Page Class
for muliple Page Classes, Licence index himl Muli Page Class
Codes [Licence Codes for page " .
Hardware:
CodeMeter -
I~ Quick Compie New | Edit | Delte |
Changed [2 Files in project Y




SmartShelter

A smart solution for
document protection

How SmartShelter works

SmartShelter analyzes your documents and encrypts them into one single archive file.
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SmartShelter Features

= Based on strong encryption (AES) = Supports Windows with IE 4.0 or higher

= “On-the-fly” encryption = Easy archive creation

= Additionally free (plain) data * Easy to use GUI and helpful wizards

= Support of different document types: * Automatic integration of linked documents

html, pdf, doc, ppt, xls, avi, mov, gif, jpeg, swf
= One archive for both, different documents and
different document types
= Different permission levels in one archive

Additional License Code Mode for subscription
Compressed archive

Individual error pages or link deactivation
Supports different hardware token

* WIBU-BOX (WIBU-KEY)

* CM-Stick (CodeMeter)
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