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What is WIBU-KEY?

WIBU-KEY is a system for protecting programs and data against illegal use that has been
tested and used by thousands of software developers around the world. The protection
is based on encryption via a special hardware device, the WIBU-BOX. The protected
application only works if this hardware is connected to the computer.

Are dongles “out"?

Simple dongles, the main term for hardware protection keys, just don't fit state-of-the-
art distribution channels anymore. Using WIBU-KEY, the WIBU-BOX hardware only has to
be delivered once to the customer. Because it is reconfigurable and reusable, it enables
new distribution channels, license strategies and applications, which couldn’t be realized
in a secure way without WIBU-KEY.

So, simple dongles are out - WIBU-KEY is in.

The WIBU-BOX - a “small” genius

See for yourself how multifaceted the spectrum of WIBU-BOX hardware is:

e Cross platform
One and the same WIBU-BOX hardware for computers with Windows, Mac OS, Linux and
heterogeneous networks.

* One WIBU-BOX for a whole network
You determine the number of users who can work simultaneously with an application
through entries in the WIBU-BOX. No special “network” keys are required.

* Uniform API
WIBU-KEY is a linguistic genius. Using the uniform API, you can master all operating
systems and programming languages with one interface.

* Secure Remote Programming
Use, update, and reuse the WIBU-BOX hardware throughout the life of your customer
without any shipping or exchanging of hardware keys.

¢ Time limited use of software
By using an expiration date you determine the time of use of your software.

¢ Pay-Per-Use - Limit Counter secure from manipulation
You can rely one hundred percent on the Limit Counter within the WIBU-BOX to account
for the use of software based on factors such as time of use or number of
executions (software metering).

Why WIBU-KEY?

* New distribution models such as Electronic Software Distribution (ESD) and
Application Service Providing (ASP) are available.

¢ Pay-Per-Use and software metering facilitate true use-based software sales and
accounting.

* You can give a “full version” for test purposes to your potential customers valid
only a certain time period.

¢ You can easily and flexibly create and manage network licenses.

¢ You can protect and sell your software as modules.

¢ Comfortable Remote Updating for existing customers.

* You reduce your support requirements.

¢ You make it difficult for your competitors to analyze your software.

 You realize new distribution processes and optimize your logistics.

Result:

* You sell more software.

¢ You increase your sales and distribution efficiency.
and

¢ You make higher profits.

A few thoughts on the topic software piracy: Software piracy is often regarded
as a petty offence. So for many the theft of intellectual property isn't any worse
than travelling without paying for the ticket. However, the statistics below from
BSA/SIIA* demonstrate the effects that this attitude has on the software industry:

3,2 billion $
Western Europe

2,3 billion §
North America

* One WIBU-BOX for many applications and modules within the network
You can arrange your individual software packages according to individual customer’s 3
demands with Huge License Management. you the solution:
o A WIBU-BOX for all interfaces - i“y to ”‘;‘ b
Available for USB, LPT, COM, ADB, PCMCIA, RS232, NEC PC9800. - oecure and reliable
- User friendly
* Large additional data memory
The WIBU-BOX/P and WIBU-BOX/U are optionally available with 8-32 kByte data
memory.

WIBU-SYSTEMS offers

* Business Software Alliance/Software & Information Industry Association.
¢ WIBU-BOX Lite For more information see www.bsa.org or www.siia.net.

Restricted in some functions, it offers the unmistakable WIBU-KEY quality and high security

at an unbeatable price.




WIBU-KEY is based on a simple but effective system, which consists of three
security factors:

1. On the spot: True encryption with the hardware
All security matters are handled completely within the WIBU-KEY ASIC, which is
safe inside in the WIBU-BOX.

2. With “net and false bottom”: Combination of two encryption methods
Two independent encryption concepts, RID and RED (see below), make it almost
impossible to crack the WIBU-BOX.

3. An “open book”: The driver

It is said that he who does not know anything cannot betray. The WIBU-KEY
software driver is completely transparent and does not contain any security rele-
vant functions (in fact, the source code is available on request). It can’t be out-
witted by simulators.

RID (Required Information Decryption)

Program code, resources and data are encrypted within the executable
program. When the program runs at the user’s site, the data is decrypted at run
time. The result: The program can only be used with the WIBU-BOX and igno-
ring or bypassing the WIBU-BOX is impossible. Cracking by using patches
(modifying several bytes within the EXE-file) doesnt work either. Cunning
crackers could use a record/playback driver, which records and later plays back
the complete communication, and thus avoid the protection...if there were not
the “false bottom”: RED.

RED (Random Encryption and Decryption)

RED is active when the executable program runs. At that time random data and
intermediary results are encrypted and used with a random initialization. Since
this random-based communication is never “complete”, the record/playback
driver never gets to switch to “playback mode” and is consequently not of any
use at all.

Two technologies from WIBU-SYSTEMS facilitate the encryption within the pro-

tected program:

¢ AXAN (Advanced Executable Area Encryption) encrypts parts of the exe-file
as defined in the source code.

¢ EDIS (Encrypt Data in Source) generates encrypted data for integration in
the source code.

WIBU-KEY - Without a doubt the number one

WIBU-KEY within the network

You only need one WIBU-BOX to manage the licenses for the whole network. You deter-
mine the number of concurrent use licenses by the data programmed into the WIBU-
BOX. In principle, WIBU-KEY can be used in every network with the TCP/IP
protocol. In fact, computers with different operating systems in one network can even
access a single WIBU-BOX, for example a Macintosh running MacOS 9 or MacOS X can
access a WIBU-BOX on a PC running Windows.

Access to LAN, WAN or also via the Internet

The access to the WIBU-BOX is not restricted to local networks (LAN). It also can be
accessed in large corporate networks even via routers. Home offices can even use the
Internet to get licenses from a WIBU-BOX at the company.

Network server and server monitor

The WIBU-KEY server runs under Windows and MacOS operating systems. It is a
program for the administration of licenses and manages the WIBU-BOX hardware access
within the network. There is also the possibility of multiple servers within a
network. This could be an advantage if you want to reach a high availability through
redundant license servers. The WIBU-KEY server monitor enables in a comfortable way
the administrative control over the free and reserved licenses and also gives an
overview about which clients have allocated which licenses.

Different possibilities of licensing

There are various possibilities to count the licenses within a network:

¢ Each started program counts as one license.

e All started programs on a single client computer count as one license.

¢ No limitation of number (that means that an appropriate WIBU-BOX must be
available, but the number of concurrent users within the network is not restricted).

Copy Protection with 1 WIBU-BOX
for the whole network

any network _j
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At the software developer’s site

With WIBU-KEY the software developer gets an easy to use and powerful tool for the
realization of his license strategy. The procedure is as follows:

Defining the license strategy

Target platform, network licenses, modular distribution, Pay-Per-Use, Electronic
Software Distribution, demo versions, updates, upgrades.

Protecting the software: Integrating WIBU-KEY D

Integration into source code

Generating the executable
program

Unprotected, executable
program, optionally with
WIBU-KEY function calls

Generating a protected
program, encrypting code
and ressources

Protected program will be
delivered to the customer

Explicit protection:
Start here

Automatic & explicit
protection:

Start here with Executable

Delivering the software:

WIBU-BOX programming

In order to use the protected software,

some entries within the WIBU-BOX

need to be programmed.

This can be realized by several

methods:

e Direct programming of a WIBU-BOX
at the software developer’s site by
interactively using a command line
program or with a custom production
application.

® Programming or updating a WIBU-
BOX at the customer’s site via Remote
Programming, update files or even
via the Internet.

q —_—
Basic module

//‘.

Option A

With the WIBU-KEY Customer Administrator, all customers, licenses and WIBU-BOXes can
be administered comfortably in a database. Additionally, WIBU-BOXes can be programmed
or Remote Programming files can be generated. The Customer Administrator can be used
as is, or it can be further customized to fit the needs of your business.

At the customer’s site

Installing the software

The WIBU-KEY drivers can easily be installed together with the protected
software.

Connecting the WIBU-BOX

You simply connect the WIBU-BOX to the appropriate interface of the PC or
Macintosh.

WIBU-KEY -
Perfect in technology and use.
Attractive design.
High acceptance by customers.

Running without troubles
because of the latest technology.

‘Computer

Installing and using the protected software is easy to do and trouble-free.
Over the life of your software, the user can also

* download current WIBU-KEY drivers easily from the Website.

e install a WIBU-KEY network server to manage network licenses.

e purchase software update and new products.

For administrators, WIBU-KEY offers easy-to-use tools for local settings and for the
administering of the network. The WIBU-KEY user programs are available in many lan-
guages (including Chinese, English, French, German, Hungarian, Japanese and Spanish).




New accounting

Pay-Per-Use is a new method of accounting for the use of software applications. The

customer neither pays for the application nor for the data update service but only for the

time he really works with an application. Pay-Per-Use with WIBU-KEY permits new mar-
keting opportunities for a software product:

* Program and data are protected; the product can be cheaper and can therefore reach
more customers.

* Users who use the application often pay more, occasional users pay less. This means a
decrease of the break even point and another increase of the number of customers.
 Integrated market research: The utilization of the customers is a new calculating basis

for the software.

* Trouble-free demo versions: The customer receives the software and a WIBU-BOX for
a trial period. A protection fee covers the cost of the WIBU-BOX. The customer can
keep the WIBU-BOX or send it back; in the latter case it could be reprogrammed and
used again for another demo.

* The “time account” is transferable. Different departments can use the software with
one WIBU-BOX alternately.

Essential requirements

In order to realize a secure Pay-Per-Use system, great demands are made on the copy
protection system. A simple encryption or reading and writing memory areas is not
enough. A method is required to enable a “debit transaction” that is secure from mani-
pulation.

The Limit Counters of the WIBU-BOX are suitable for this purpose. They are reduced
after each initialization of encryption and are not changeable. This doesn’t occur in the
software but internally in the WIBU-KEY ASIC.

Redundant EEPROM storage cells in the WIBU-KEY ASIC allow more than one billion
programming procedures and guarantee longevity. If the remaining time runs down,
your application gives a message. Your customer can now order additional time units
from you without hurry. You simply reprogram his WIBU-BOX via Remote Programming
directly at his office.

Pay-Per-Use =
Usage dependent accounting,
fair and profitable
for you and your customer.

Electronic Software Distribution

Electronic Software Distribution (ESD) requires safe protection. For this purpose, the
WIBU-BOX must be first sent to the customer.

Advantages of WIBU-KEY:

¢ The protection is not bound to a specific, predetermined PC.

¢ The authorization at the customer’s site cannot get lost.

¢ The management of licenses is much easier than using the long cryptic license
codes of software-based protection methods.

¢ Remote Programming at the customer’s site without restrictions and subsequent
preparations.

¢ With Web Remote Programming, the customer orders and your web server
automatically takes the necessary steps to deliver the license and update the
protection hardware.

WIBU-KEY offers various possibilities for software accounting, which meet the
customer’s requirements:

e Software leasing

¢ Updates

¢ Pay-Per-Use

* Modular software distribution

This is realized using counters within the WIBU-BOX. These counters can be reduced
after each use or period of time. After the agreed fee of use has been paid they can be
loaded up again from afar (Remote Programming).

Due to the small demands, the WIBU-KEY eCommerce solution can be realized almost
everywhere. Internet access is only necessary for the download of the software, for the
purchase of units of use and for updates. The use and protection of the software itself
is realized offline on the customer’s computer.

WIBU-SYSTEMS offers a hardware-based solution in the field of software distribution.
The other ESD solutions are mostly software-based, and therefore don't provide a
possibility for safe accounting of use.

Developer Client WIBU-BOX

Internet

Client orders

Software developer
programs WIBU-BOX

With WIBU-KEY you
can make more profit
and increase customer
satisfaction with new

efficient and flexible
solutions.




Authentication

With WIBU-KEY you can realize a secure authentication of the WIBU-BOX user via a
two-way-encryption. This method is much easier and cost-effective than the
installation of a public key infrastructure (PKI) with certificates.

Document Protection « ”S Shelt
mar elter

With SmartShelter, all HTML documents, including text, graphics,

sounds and JavaScript, can be encrypted. It is ideal for companies that regularly provi-
de their customers with information from a subscription-based business model as well
as for internal confidential documents.

Encrypted Data
Simultaneous with the protection of the application you can encrypt important data.
For example, in the medical field you can encrypt the connection between patient and
treatment date or in the insurance field the connection between insured person and
insured objects.

Administer a lot of programs with Huge License Management (HLM)
Each WIBU-BOX has 10 entries. Protecting a program requires one entry,
defining the number of licences you need requires a second. Therefore

With this brochure, WIBU-SYSTEMS hopes that a number of
general questions concerning software copy protection have
been adequately answered. Additionally we hope to have
given you some useful new ideas and hints for protecting
your application.

It's your turn now!

Should you have any questions, comments or doubts, please
dont hesitate to give us a call. We can also help you
implement WIBU-KEY in the best way into your application.

Order your Test Kit today!
You can order the complete Protection Kit to evaluate the
WIBU-KEY system yourself.

24 hours delivery service!

You can also rely on our fast delivery service. More than 99%
of all orders are shipped on the same day. This is only possible,
because the WIBU-BOX hardware is not preprogrammed and
is in stock, ready for delivery.

you could only protect 5 different applications with different number of WIBU-KEY = high quality copy A clear advantage for you.
licenses with the standard approach. The WIBU-KEY Huge License protection based on hardware,

Management works additionally with a license file, which is used by the offers you the maximum number of

WIBU-KEY server. This file is encrypted via an entry within the WIBU-BOX. advantages with an optimal

A second entry, called a Master Entry, realizes the actual encryption. With price/performance ratio.

that you can practically administer any number of applications with any
number of licenses. Alternatively the protection can be integrated into
the source code. The WIBU-KEY API provides comfortable functions.

Support
We offer comprehensive technical support for the entire WIBU-KEY system, including
implementation assistance.

WIBUconcepts

Our consulting department offers you competent support of the realization of your pro-
jects. Our goal is to provide you with the appropriate custom solution so that you can
realize your specific security requirements.

/WIBUconcepts.

Guarantee
Because high-quality components are used in the WIBU-KEY hardware, we can offer a

limited warranty for a full three years. We also assure complete compatibility Ca" +49'721'93172'0 or flnd your
both forward and backward for all new products. |0ca| representative at www. Wlbu Com'

International Approvals
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"~ The Key i Your Hands!

www.wibu.com

WIBU

SYSTEMS




