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SmartShelter|PDF and
SmartShelter|Media

The SmartShelter product family has received two recent additions: SmartShelter|PDF

to protect PDF documents and SmartShelter|Media to protect video and audio files.

P R O D U C T

SmartShelter|PDF
The PDF standard permits 40-bit or 128-bit
document encryption and the setting of re-
strictions to modify, copy, print, etc. But these
protection mechanisms can be defeated with
easy-to-use tools from the Internet. Better en-
cryption was not available until Acrobat Reader
5 and documents protected with older versions
cannot be defined as “hacker-safe”. Newer
Acrobat products support strong encryption but
if the password is lost, the document content
is lost forever.

All these obstacles are overcome with Smart-
Shelter|PDF from WIBU-SYSTEMS. First a plug-
in is integrated into Acrobat or Acrobat Reader.
Passwords are no longer entered via the Adobe
software but are now supplied from the attached
CM-Stick or WIBU-BOX. The desired document
is encrypted with a 32-character random key-

word. Whoever wants to read the document
needs both the Acrobat plug-In and the CM-
Stick or the WIBU-BOX.

This protection method has a lot of advantages:
The document is protected with a strong pass-
word which is randomly created. And each PDF
file will receive a unique password. These Long
and randomly generated character sequences
make password cracking much more difficult.
On the other hand, people who create or read
the document no longer need to bother with
password management. The passwords are
read automatically from the protection hardware
and cannot get lost.

SmartShelter|PDF is very useful for the batch-
operation in Adobe Acrobat, where a lot of PDF
files are created automatically. In the same
manner SmartShelter|PDF permits the encryp-
tion of a bunch of files automatically.

SmartShelter|Media
After cracking the DVD encryption standard CSS
in the fall of 1999, the encryption experts had
their fun: The crack showed a serious design
flaw. The player key which is required to play-
back the encrypted DVD was stored completely
in the code in the RAM and could be easily
hacked from there.

This situation is prevented by using Smart-
Shelter|Media. The decision to encrypt video
and audio files with CodeMeter technologies
guarantees that required information will never
again be completely available in memory un-
encrypted.

The principle is this: After specifying the license
parameters the SmartShelter|Media Archive Tool

encrypts the media data in several blocks and
stores them in the archive file. All extended
security functions of CodeMeter; like checking
an expiration time or reducing a Unit Counter
can be activated during the encryption. Archive
Files also allow the storing of several files.

The encrypted archive file can be played back
only via the SmartShelter|Media Player. This
requires a CM-Stick with the suitable license.
The player reads the file block by block and then
each block is decrypted by the CM-Stick and
played. If the CM-Stick is unplugged the playing
stops immediately. Therefore at no time is the
media data completely unencrypted in memory
where a hacker could start an attack.

SmartShelter|Media supports the common audio
and video formats, including MP3, WAV, MPEG
and AVI. Videos can be played back in the full
screen version.



13

B I L L B O A R D

Briefly Presented

CM-Stick/M also with 2 GB memory
The CM-Stick/M 2 GB, product number 1011-01-
105, is also coming in 4th quarter of 2006. Be-
cause of dropping memory prices, the CM-Stick/
M 256 is available for the same price as the CM-
Stick/M 128, which is no longer in production.

eBooks in CodeMeter Portal
Electronic versions of many books by Franzis Pub-
lishing are available as CodeMeter-protected
PDF files at www.codemeter.de. The eBooks are
much cheaper than the printed books and avail-
able 24 hours a day, 7 days a week. This is a
good example for using CodeMeter to protect
documents in the low cost market.

Fairs and Events in Fall
Germany: SYSTEMS
Hall A4, Booth 15,
October 23-27, 2006, Munich

United Kingdom: ESWC European
Shareware Conference
November 4-5, 2006, Cambridge

Germany: PRIO Conference
November 15-16, 2006, Baden-Baden

USA: SoftSummit
(www.softsummit.com),
November 17-18, 2006, Santa Clara

USA: Free Software Protection Days,
half day workshops in different locations
across the USA and Canada: Detailed
information at www.wibu.us/protdays

United Kingdom: DevWeek 2007 
February 26-March 2, 2007, London

Software Protection Days are also planned
for Belgium, The Netherlands, United King-
dom and Ireland: Between October 2006
and June 2007 there will be 30 events at
many different locations, see details at the
last page of this KEYnote magazine.

New CodeMeter WebAdmin
The CodeMeter WebAdmin has received a new design in version 3. Settings are now easily chosen
and license and user data is clearly displayed. Useful for developers and system administrators and
also for end users who use CodeMeter-licensed software!

Easier update of CM-Sticks per file
To create a license or to update items, it is no
longer a requirement that the CM-Stick be at the
licensor site. This can also happen at the user
site with CM-Talk via the Internet or by sending
a WibuCmRaU update file. In the past the user
always had to create a new WibuCmRaC context
file before each modification. In the new system
the licensor can create the new WibuCmRaM file
which describes the new context after the modi-
fication at user site and can be used to create the
next WibuCmRamU update file. This significantly
simplifies the repeated update of software.

CM-Card now available
The CM-Card, product number 1020-01, com-
bines the WIBU-BOX/+, a CM-Stick and 256
MByte flash memory in a single CardBus card
which can be used in all modern notebooks. The
CM-Card is RoHS compliant and replaces the
WIBU-BOX/M. It will be available in larger quan-
tities in 4th quarter of 2006.

Patents for CodeMeter
The first patent “Procedure for the protection of
computer software and/or computer-readable
data as well as protective equipment” was
granted in Europe in 2005. Patents were granted
in Japan in the beginning of 2006. In September
of this year patents were also granted in the
USA. Important further
patent applications are
pending worldwide. 

WibuKey Microsoft-Certified
The WibuKey Driver now qualifies for Microsoft’s
prestigious Windows Logo Program. USB style

WIBU-BOXes now qualify under WHQL
certification. Knowledgeable users
understand these certifications and
trust hardware that earns them.

CodeMeter Software 3.10 available
Many enhancements are part of CodeMeter Soft-
ware version 3.10: Improved detection of the
CM-Stick, 64-bit support, protection for Java app-
lications and much more. The automatic .NET pro-
tection is redesigned at the moment and will be
available in the next product version release.
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We have changed to
CodeMeter

“We decided on CodeMeter because we have
had a great experience with WibuKey for many
years. With our expansion into new markets,
we can use the flexible licensing possibilities
and the memory option of CodeMeter. The time
server functions used in combination with an
optional locking feature of CodeMeter has es-
pecially convinced us to also ship our products
to Asian markets.”

Peter Fürle
CEO elusoft GmbH, Dettenhausen, Germany

“eSim Games selected WIBU CodeMeter, be-
cause it is both customer-friendly and very secure
at same time. CodeMeter-protected applications
permit backups and eliminate involved and un-
reliable CD-ROM checks, which are laughed at
by hackers and a disadvantage for honest cus-
tomers. We wanted to reward the honesty of our
customers. That is why we chose this solution.”

Nils Hinrichsen
CEO, eSim Games Deutschland GmbH

“After a long and detailed testing phase we de-
cided for CodeMeter for the software protection
of our SQL-Line. Important in this decision was
the network functionality of CodeMeter which
permits, with one dongle the control of network
licenses without further efforts. The remote pro-
gramming of CodeMeter was also an important
point. For integration decisions in our products,
not only was general support available, but Mr.
Kügler as a Delphi expert was also available to
answer all our questions – an important ad-
vantage!”

Arno Freisinger
CEO, AFS-Software GmbH & Co KG,
Bad Hersfeld, Germany

“Among the many options of software licensing,
the CM-Stick fit best with our existing concept.
We were looking for a successor product of our
former hardware-based license system which
was no longer available. By its many available
standard functions, we could integrate CM-Stick
with minimal effort in our software. And last
but not least the effective and fast answers to
questions and solutions to problems was a
decisive factor for WIBU. And the decision was
no mistake!

Christof Brügger
Technical Support & Process, Alcatel SEL AG,
Stuttgart, Germany

“We have decided to use CodeMeter to protect our investments
in the professional Samplitude and Sequoia audio software. We
are especially pleased with the many marketing options made
possible by using the CM-Stick to manage many different licens-
ing models”.

Tilmann Herberger
CTO, Magix AG, Dresden, Germany

“We were searching for a very flexible solution for the world-wide
users of our traffic planning software, PTV Vision – CodeMeter
fulfills all our requirements including license management on
our site, licensing on a single PC or on a user’s network.”

Dr. Hans Hubschneider
CEO PTV AG, Karlsruhe, Germany



eSim Games is an independent developer in
the market of “serious military games”. These
are applications, designed using methods and
technologies, which support “revealed learning
strategies”. This means the user discovers the
rules of the education subject by playfully vary-
ing its behavior.

The market for military educational software has
a comparatively long tradition. The considerable
progress in the power of PC calculation coupled
with graphic power now permit the cost reduc-
tion potential of Serious Games and also creates
new areas of application for simulation and
computer games.

For example, classic battle simulators for three
or four tank crews were sold 15 years ago for
several million Deutschmark. In contrast the
“Steel Beasts Professional” (“SB Pro”) provides
the same functionality for less than 5000 J per
user today – as long as the exact reproduction
of the battle field and its complete instrumen-
tation is not required.

With the “Personal Edition” of Steel Beasts Pro-
fessional (“SB Pro PE”) eSim is going even further:
For about 100 J anyone can buy the software
and use it on his or her private PC. So now they

get very close to the price of normal computer
games.

But: Such low prices are only possible if soft-
ware piracy is out of the question. Otherwise
the revenue loss from illegal copies has to be
added into the price.

Normal copy protection for computer games
was never worthwhile in this context. Instead,
unnecessary procedures are imposed on the
customer which even threaten the integrity of
the computer system.

By using CM-Stick for “SB Pro PE” eSim Games
will intentionally set an example especially for
independent and small development com-
panies: Alternatives to common copy protection
is possible, the privacy of the customer is gua-
ranteed and everybody can learn how to use
CodeMeter quickly and easily.

Especially if CodeMeter is already available at
the customer site, the cost stays in the cost
range of traditional copy protection, but the
protection is much better. Also, the CodeMeter
portal provides a risk free digital distribution
channel which can be used at the same time
as other channels.

Moreover, CodeMeter permits very flexible
license models which are geared to individual
unique requirements. The customers of eSim
Games normally use only a limited number of
licenses for daily education. But sometimes, ex-
tensive maneuvers are simulated.

For such requirement peaks, the game developer
offers temporary licenses: For a fraction of the
cost of a full license another potential revenue
source is available. And as free-of-charge service
offers they support the company to easily find
their profile in the market.
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Get the advantages of Software Protec-

tion while playing: Simulation software

of eSim Games uses CodeMeter

Steel Beasts of
eSim Games

C A S E  S T U D Y

CodeMeter does the job for
eSim’s Steel Beasts Professional.



Perfect Consulting for You…

C O U R S E S

Further trainings are offered on site and at our German headquarters. See more information
at www.wibu.de/trainings.php. Training in other countries on request.

Secure Code seminars 2006/2007

WIBU-SYSTEMS is offering you the opportunity to attend a special seminar on the protection of your code
against illegal usage and reverse engineering. Register now for one of the 30 Secure Code seminars in Belgium,
The Netherlands, UK and Ireland and receive a complimentary CodeMeter Developer’s Kit with 256 MByte
secure flash memory, worth J 125/£ 87.

The agenda is as follows:
Registration, buffet and coffee/tea
Defend applications against code-cracking tools
CodeMeter and WIBU-BOX
Pause
Content protection and Web-authentication
Live demo of protection code
Drinks

Detailed information registration at www.wibu-systems.nl, www.wibu.be or www.wibu.co.uk.

Utrecht, NL, 31.10.2006
Edinburgh, UK, 08.11.2006
Den Haag, NL, 14.11.2006
Tonbridge, UK, 21.11.2006
Birmingham, UK, 29.11.2006
Leeds, UK, 06.12.2006
Belfast, UK, 13.12.2006

Norwich, UK, 24.01.2007
Cardiff, UK, 07.02.2007
Gent, BE, 13.02.2007
Guildford, UK, 20.02.2007
Sheffield, UK, 07.03.2007
Antwerpen, BE, 14.03.2007
Dublin, IE, 28.03.2007

Glasgow, UK, 04.04.2007
Oxford, UK, 18.04.2007
Amsterdam, NL, 25.04.2007
Hammersmith, UK, 23.05.2007
Liverpool, UK, 30.05.2007
Eindhoven, NL, 05.06.2007
London, UK, 12.06.2007

Free Software Protection Days 2006

Beginning in October 2006, WIBU-SYSTEMS USA will tour North America to help you protect your code
against illegal use and reverse engineering. Register now for one of our “Lunch & Learn” seminars and
receive a complimentary CodeMeter Developer’s Kit with 256 MB secure flash memory (worth $149). Meet
us at one of the following locations in USA and Canada:

Oct 19: San Jose, CA
Oct 20: San Francisco, CA
Oct 31: Chicago, IL
Nov 1: St. Louis, MO
Nov 2: Kansas City, KS
Nov 7: Atlanta, GA
Nov 8: Dallas, Ft Worth, TX
Nov 9: Houston, TX
Nov 15: Baltimore, MD

Nov 16: New York City, NT
Nov 17: Boston, MA
Nov 20: Los Angeles, CA
Nov 21: Salt Lake City, UT
Dec 6: Toronto, ON
Dec 7: Montreal, PQ

Detailed information at:
www.wibu.us/protdays
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